PENANGGULANGAN PING OF DEATH DI WINDOWS UNTUK KEAMANAN
KOMPUTER

e Buka situs terserah anda. Missal facebook.com dan kompas.com
e Lalu buka 2 command promp atao lebih.

e Ping alamat ke dua situs tersebut dengan parameter seperti

e Ping kompas.com -t - 56000

e Ping facebook.com -t -1 65000

e Perhatikan hasil replay dari ping tadi.

e Lihat seperti contoh gambar dibawah ini
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Sambil Proses ping di command prompt berjalan, refresh situs kompas.com dan
facebook.com. maka akan terlihat seperti gambar dibawah ini. Request akan terhambat
abhkan error.
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Transferting data from ads2 kompas.com

Kamis, 31 Desember 2003

WRHOO! search

SEARCH |

Indlex Berita | Surst Pembaca | Berita Duka | Seremonia | DK | Archive | What's Mew

+ Indax Bartz

BERITA TERKIHI || TERPOPULER

Malam Tahun Baru, 2000 Polantas Amankan ..
Presiden Harus Berani Potong Anggaran ..
Awas Banjir di Malam Tahun Baru

Malam Tahun Baru akan Disambut Gerhana ..
Kadensus 88: Data AS Soal Ancaman Bom Tak ..
Keluarga Tolak Frans Dimakamkan di TMP ..
Hormati Gus Dur, Konsep Perayaan Tahun ..
Sepanjany 2009, 778 Orang Mati di Dalam ..
Sepuluh Jalak Bali Hasil Penangkaran ..

Etiket Berpeluk Cium Saat Berjabat Tangan
Jero Wacik Lega Penuhi Permintaan Frans

Jero Wacik Kembali Membantah

Umat Nasrani Malaysia Akhirnya Bebas ..

HKi Joko Bodo: 2010 Masih

iwarnai Dagelan ..
Tahun Baru, Pedagang Jagung Dadakan ..
Diterawany, Tukul Bakal Meredup di 20107
Jomao Sono: Panah Membara Pangeran Hitam
BERITA FOTO: Rakyat Berabut Mencium Nisan ..

.-

-

Connection
Interrupted

The connection to
the server was reset
while the page was
loading.

The network link

Connection
Interrupted

The connection to
the server was reset
whie the page was
Ioading.

PENGARUH PING OF DATE TERHADAP KINERJA LAN CARD DENGAN
BEBERAPA COMMAND PROMPT

Dengan 1 cmd
contoh

Ping 192.168.1.11 -t —| 15000
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File Opkions Yiew ShukDown  Help

Applications | Processes | Performance Mebworking | Users

Local Area Conneckion

Adapter Mame Metwork Utiliza...  Link Sp... Stake
Local Area Con... 0.24 % 100 Mbps Operational
Processes: 59 CPU Usage: 1% Commit Charge: 9328 [ 5990M

Dengan 2 cmd



File Opkions Yiew ShukDown  Help

Adapter Mame Metwork Utiliza...  Link Sp... Stake
Local Area Con... 0,51 % 100 Mbps Operational
Processes: 61 CPU Usage: 4% Commit Charge: 9400 [ S990M

Dengan 3 cmd



File Opkions Yiew ShukDown  Help

Adapter Mame Metwork Utiliza...  Link Sp... Stake
Local Area Con... 0,73 % 100 Mbps Operational
Processes: 64 CPU Usage: 23%: Commit Charge: 9530 [ 5990M

Dengan 4 cmd



File Opkions Yiew ShukDown  Help

Lt~ L L

Adapter Mame Metwork Utiliza...  Link Sp... Stake
Local Area Con... 0,93 % 100 Mbps Operational
Processes: 66 CPU Usage: 2% Commit Charge: 9538 [ S990M

Dengan 5 cmd



File Opkions Yiew ShukDown  Help

Adapter Mame Metwork Utiliza...  Link Sp... Stake
Local Area Con... 1% 100 Mbps Operational
Processes: 63 CPU Usage: 15%: Commit Charge: 9638 [ 5990M

PENANGGULANAGAN DENGAN FIREWALL
1. Lewat regedit.

Click Start>Run enter “regedit” and click on ok

Run E]E

Type the name of a program, Folder, document, or
Inkernet resaurce, and Windows will open it For you,

Cpen: | regedit W

[ Ok l[ Cancel ][ Erowse. .. ]

Akan tampil window regristry. Silakan cari pada part berikut.

HKEY_LOCAL_MACHINE\System\Currentcontrolset\Services\Tcpip\Parameters



Registry Editor

File Edit View Favorites Help
{22 spooler »~ Type Data
(3 spid REG_5Z (walue nok set)
Os . CitrixBackupTchindowSize REG_DWORD Q00000000 {0}
(Q srservice [ab] DataBasePath REG_EXPAND_SZ o4SystemRoat%\System3z|driversiete
g grSBPSRV DeadGWDetectDeFault REG_DWORD 000000001 1)
(] stieve Dhchomain REG_52 eu,kddi.com
[:l SWenUM DhcpNameServer REG_32 172.20,1.23 172.29.2, 227
0 somic Domain REG_SZ kddie int
1 swPre DontAddDefaultGatewa D... REG_DWORD 000000000 (0)
0 sym_hi %] EnableICMPRedirect REG_DWORD 0x00000001 (1) )
[ sym_u3 [ﬁ,l_n']EnableSecurityFilters REG_DWORD 000000000 {0}
3 symes10 ForwardBroadcasts REG_DWORD 000000000 {0}
D symcdiex Hostname REG_SZ A4R AT
{2 symEvent [R%] 1PEnableRauter REG_DWORD 000000000 (0)
(3 Symmpi [ab]ameserver REG_SZ
(3 sysaudio [3B] 1y Damain REG_57 keldie. int
{3 sysmonLog [aB] 1y Hostriame REG_SZ A4RAILDL
O Tapisr [aB]searchList REG_SZ
= Tepip &8 TcpwindowsSize REG_DWORD 0%0000Fc00 (64512)
E_ = [f%] UseDomainameDevaltion  REG_DWORD 000000001 (1)
] Performance
2 Security
23 ServiceProvid
8 mere v
< | Ed < >

I ComputeriHKEY _LOCAL_MACHINE!SYSTEMCurrentControlSet) Services) TepipiParameters

Dobel klik pada “EnableICMPRedirect” DWORD dan rubah nilai ‘1’ menjadi ‘0’ yang
berarti ICMP di disable

Edit DWORD Value X
Walue name:
|Enablel CMPRedirect |
Walue data: Baze
[l o ] | (*) Hexadecimal
) Decimal
[ ]9 l [ Cancel

Klik OK untuk mengakhiri.
2. Lewat Windows Firewall

Pertama buka Windows Firewall settings dengan 'Start --> Control Panel --> Windows
Firewall'.
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Jika sudah tampil seperti gambar berikut, klik tab Advance.




= windows Firewall

General I Exceptiors

z Firewall iz helping to protect your PC

YWindows Firewall helps protect your computer by preventing unauthonized users
from gaining access to wour computer through the [ntermet or a netwark,

Thiz zetting blocks all outzide sources from connecting to this
computer, with the exception of thoze selected on the Exceptions tab.

[T Don't allow exceptions

Select thiz when you connect to public networks in less secure
lazationz, such az airparts. You will not be natified when Windaws
Firewall blocks programs. Selections on the Esceptions tab will be
ignored.

@ C Off

Ayoid uzing thiz zetting. Turning off Windows Firewall may make this
computer mare vulherable to viruzes and intruders.

Far infarmatian, zee the Microzoft Web site,

s I Cancel

Klik tombol “setting’ pada area ICMP sepeti gambar berikut.



= windows Firewall

General | Exceptions  Advanced

— Metwork Connection S etlings

Wwindows Firewall iz enabled far the connections selected below. To add
exceptions far an individual connection, select it, and then click Settings:

Local Area Connection Settingsz... |

— Security Logging

Y'ou can create a log file for troublezhooting purposes. Settings... |

—ICHP
With Internet Control Message Protocol [ICMP), the Settings... I
computers on a nebwork, can share emar and status =
informatian.

— Default Settings

Tarestore all Windows Firewall settings to a default state,  Bastore Defaults |
click Restore Defaults. =

s I Cancel |

Pada cek box 'Allow incoming echo request'. Hilangkan tanda centang lalu tekan tombol
OK..



ICMP Settings |

Internet Control Mezzage Protocol [|[CMP) allows the computers on
a nebwork: ta zhare errar and status infarmation. Select the requests
for infarmation fram the Intemet that this computer will rezpond taor:

,.'l'.,||.:.|,.-.,| incoming echo request
[ Allows incoming timestamp request
[ Allaws imcorning mazk request

[ Allawes imeorning router request

[ Allaw outgaing destination unreachable
[ Allow outgaing source quench

[ Allows outgoing parameter problem

[ Allowe outgoing time exceeded

[ Allawes redirect

[ Allaw outgaing packet boo big ;‘

— Description

Meszages sent to this computer will be repeated back to the
gender. Thiz iz commonly used for troublezhooting--for example,
to ping a machine. Requestz of this tupe are automatically
allowwed if TCP paort 445 iz enabled.

Cancel |

Jika setting di Unix tinggal masuk ke user root dan ketikkan command berikut;
echo "'1" > /proc/sys/net/ipv4/icmp_echo_ignore_all

ATAU BISA MENGGUNAKAN FIREWALL TAMBAHAN UNTUK WINDOWS.

Contoh dengan ‘NetDefender’ yang ringan.

Tambahkan Rule untuk icmp seperti gambar berikut.

Setelah selesei, klik OK dan start NetDefender Firewall

Ping ke komputer yang terinstall tadi. Maka hasilnya RTO(Request Time Out).



‘? HetDefender L= E'
File Tools Help

Below are the rules that are currently registered by Netdefender.
SOURCE IP | DESTIMNATION [P | SOURCE PORT | DESTIMATION PORT | FROTO

C R — e

@ Add Hew Rules ﬁ Edit Rule E] Bemove Rule
For Help, press F1 o @
B add Rules e |

ADD YOUR MEW RULES TO THIS DIALDG BOX
Apply thiz rule to

[IP Addrezs Example, 192.168.0.122]

<«

Source Address |EI.EI.EI.EI ¥ Destination Address: [18.7.84.19

Enter Port Mo. [For exp : 80, 1450]

Source Port ¥ Destination Port ; ¥

[Select the action to Allov or Block)

Action: |DEMNY - Protocal . |[TETT= -

|_-._wj ADD &5 ave @ Cancel




| ﬂ HetDefender IT"_|E

File Tools Help
‘Start’ op  Block All  Allow All | B ing | App In Port Scan ~ About

Below are the rules that are currently registered by Netdefender.

SOURCE IP | DESTIMNATION [P | SOURCE PORT | DESTIMATION PORT | FROTO
Ay by machine A iy ICKF
4 1] b

”u:é,. Re-Register Rules !

| 5 Add Mew Rules

For Help, press F1 W

C:WIHDOWS system32iemd.exe

Ethernet adapter Local Area Connection 2:
Media State . . . . . . . . . . . & Media disconnected

Ethernet adapter Wireless Network Connection 4:
Connection—specific DNS Suffix
IP Address. . . . . « - « . .

Subnet Mask . . . . . . . . . .
Default Gateway . . . - . . . .

18.7.84.19
255.255.255.8
18.7.84.1

-84.17

=J

C:“Documents and Settings“~P4M-P4M>ping 18
Pinging 18.7.84_17 with 32 bytes of data:

timed out.
timed out.
timed out.
timed out.

Ping statistics for 18.7.84.17:
Packetz: Sent = 4, Received = B, Lost 4 ¢188» lossd,

C:~Documents and Settings>FP4M-P4M>

Matikan (Stop NetDefender).
Ping ke komputer yang terinstall NetDefender. Maka di ping akan replay seperti
gambar berikut;



WIHDOWS \system32wmd.exe
Pinging 18.7.84.17 with 32 bytes of data:

timed out.
timed out.
timed out.
timed out.

Ping statistics for 18.7.84_.17:
Packets: Sent = 4. Received = B, Lost = 4 (188x loss>.

C:~Documents and Settings“P4M-P4M>ping 18.7.84.17

Pinging 18.7.84.17 with 32 bytes of data:

Request timed out.

Reply from 18.7_.84.17: hytes=32 time=64ms TTL=128
Reply from 18.7.84.17: hytes=32 time=1msz TTL=128
Reply from 18.7.84.1%7: bytes=32 time=12ms TTL=128

Ping statistics for 18.7.84_.17:

Packets: Sent = 4, Received = 3, Lost = 1 <25x loss)>.
Approximate round trip times in milli-seconds:

Minimum = ims, Maximum = 64ms, Average = 2OHms

C:~Documents and SettingsFP4HM-P4M>




